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Abstract—Clock synchronization is a fundamental service for
many applications in wireless sensor networks. Because of its
critical importance, several protocols have been proposed to
achieve clock synchronization. However, most of them are not
designed to work in adversarial environments, where security
attacks occur. In particular, a man-in-the-middle attack, where
the attacker tampers with the properties of a link, could prevent
the proper operation of the clock synchronization protocol,
therefore affecting every application that relies on the clock
synchronization service. We present a secure network-wide clock
synchronization protocol which also allows the nodes to securely
discover the network topology by detecting and isolating links
that behave inconsistently. This protocol is based on detecting
attacks using timing information alone under certain conditions.
We have developed an implementation of this protocol where we
have shown that any inconsistent link found in the network is
effectively eliminated.

1. INTRODUCTION

Wireless sensor networks have been extensively used in re-
cent years with a wide variety of novel applications that range
from object tracking, to environmental and health monitoring.
In most of these applications, there is a need to determine
the times at which events occur, making clock synchroniza-
tion a critical service. Although many clock synchronization
protocols have been proposed [1]-[6], they are not designed to
work in an adversarial environment. When a wireless network
is deployed in an adversarial environment, the nodes become
susceptible to a wormhole attack [7], where attackers create a
link that does not behave like the other links in the network.
A man-in-the-middle attacker tampers with the properties of
a link (e.g., latency, loss rate, bandwidth), and by delaying
packets during forwarding, an attacker makes legitimate nodes
believe they are synchronized, when in reality they are not,
since the clock synchronization protocol has no means to
detect the attack.

In a previous work [8], by using an algorithm presented in
[9] and [10], we proposed a protocol that is able to detect all
half-duplex and some full duplex man-in-the-middle attackers,
using timing information alone, in a single-link scenario. The
work assumes that all clocks in the network are affine and it
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basically shows how to limit the man-in-the-middle attacker’s
behavior so that it can only introduce a constant delay on the
link it controls.

In this paper, we extend our previous work from a secure
single-link clock synchronization protocol to a secure network-
wide clock synchronization protocol, which has the following
properties:

1) Detection. The protocol is able to detect misbehaving
links and tag them.

2) Dissemination. Once a misbehavior is detected by
a node, it can disseminate an “alert” throughout the
network.

3) Isolation. When a node A wants to communicate with
a node B and misbehaving links have been detected
along one or more paths between them, node A can
execute a verification process to determine which path(s)
contain these misbehaving links and remove them from
its internal table, effectively isolating them.

The network-wide synchronization is achieved by having
each node in the network examine every path that could
be used by half- and full-duplex attackers. Whenever an
inconsistent link (i.e., a link under the control of a man-in-the-
middle attacker that cannot induce a constant delay) is found,
it is removed. Since we require the testing of every path in
the network for attackers, our protocol allows the nodes to
securely discover the topology of the network.

One important advantage of our protocol is that by having
a secure knowledge of the network topology, it can provide
further capabilities such as secure link state routing and secure
source routing.

The protocol has been implemented on an Imote2 [11] sen-
sor network testbed and it has been shown that any inconsistent
links found in the network are effectively eliminated.

The organization of this paper is as follows. Section II
presents background material on wormhole attacks and clock
synchronization. Section III briefly describes how we securely
achieve clock synchronization in a single link, and Section IV
presents our secure network-wide synchronization protocol.
We briefly describe our implementation and present the main
results of our experimental evaluation in Section V.
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II. BACKGROUND

We now define some important terms that will be used in the
remainder of the paper, and briefly discuss wormhole attacks
as well as related work on clock synchronization.

A. Wormhole Attack

A wormhole attacker seeks to alter message delay, that is,
the time from sending to receiving, and not to alter the integrity
of the messages themselves. For us, a consistent packet is
a packet that has been delayed by a constant amount by an
attacker, and such an attacker is called a consistent attacker. In
case the attacker cannot or does not inject a consistent delay,
then the attacker is called an inconsistent attacker. Whether
the wormhole attackers are consistent or inconsistent, they can
be classified according to their communication capabilities as
follows:

1) A half-duplex attacker can either receive or transmit
one message at any instant in time, but not receive and
transmit at the same time.

2) A full-duplex attacker can receive and transmit one
message at the same time.

3) A double-full-duplex attacker can receive two messages
and transmit two messages at the same time.

B. Clock Synchronization

In [9] a trusted environment is assumed for the clock
synchronization protocol, providing fundamental limits of
timestamp-based clock synchronization. It is shown that lo-
cation information alone is insufficient for determining com-
munication delays over a link and node clock offsets for
timestamp-based clock synchronization. This work is extended
in [10] to networks of nodes using affine clocks, showing
the feasibility of exactly determining both round-trip delay
and clock skew relative to a global reference clock. It is
proved in Lemma 3 of [10] that a transmitting node after
clock synchronization can perfectly predict the time when a
receiving node will receive a transmitted packet according to
the receiving node’s clock.

Regarding time synchronization algorithms for wireless sen-
sor networks, several protocols have been proposed. In RBS,
described in [3], an intermediate node transmits a reference
packet and all nodes in the neighborhood record the time at
which they receive it; they then exchange this recorded time to
find their clock’s difference. In TPSN [4], time synchronization
is achieved in two steps; the first step is to create a hierarchical
topology in the network where every node is assigned a
level in the hierarchical structure, and in the second step
every node at level i of the topology synchronizes to level
i — 1 by means of a two-way message exchange. In FTSP
[5], time synchronization is achieved through broadcasts of
messages that are timestamped at the sending and reception
events, and once a number of these readings are available the
clock offset and skew are calculated using linear regression.
A completely asynchronous and distributed algorithm that
exploits the large number of global constraints that need to be
satisfied by a common notion of time in a multi-hop network

is presented in [6]. This algorithm was also implemented on
Berkeley motes and it was shown that it provides improved
accuracy over FTSP. All of the protocols mentioned, with the
exception of RBS, use MAC layer timestamping capabilities to
eliminate several sources of error in the time synchronization.
In [12] a time-diffusion synchronization protocol is proposed
to synchronize an entire network. In [13] three methods are
proposed to achieve global clock synchronization: one all-node
based, one cluster based, and one based on diffusion.

As mentioned in some studies [14], [15], none of these
algorithms was built with security considerations, making
them vulnerable to attacks, and very few clock synchronization
protocols have been proposed to handle such attacks. In
[16], the authors define the pulse-delay attack, and propose
secure protocols to handle such an attack, which uses an
authentication mechanism that is only suitable for sensors
with low data rates. In [17], two protocols are proposed to
securely synchronize the clocks of sensor network nodes to
global time servers, in a fault-tolerant manner. However, there
is no mention of how the process of neighbor discovery is
performed, or the possible consequences of an attack on such
process.

III. SINGLE-LINK SECURE CLOCK SYNCHRONIZATION

We now provide a brief overview of our previous work [8],
where we extended the clock synchronization protocol of [9]
and [10], to provide security against inconsistent wormhole
attackers, as defined in Section II-A. The notation used in the
sequel is summarized in Table I.

TABLE I
Nortation
[ Symbol [ Definition (units)
TA Turn-around time of node A (s)
r Round-trip time (s)
v r + delay induced by attacker (s)
maB; Attacker delay of packet i from A to B (s)
04 Clock offset of node A with respect to the global reference
(s)
Sa Clock skew of node A with respect to the global reference
SaB Relative clock skew of node B to node A, Sap =Sp/Sa
0AB One-way delay from A to B
Nap The total number of packets sent so far from A to B
pap(n) B’s local clock time when the ™ packet from A was received
oap(n) | A’s local clock time when it sent its n™ packet to B
Pap(n) n packet sent from A to B

A. Assumptions

o Clocks are affine. An affine clock is one where the local
time at node A has the value

A(t) =Sat+o0a,

where

t is the time at some master clock,

Sa > 0, denotes the clock skew, which is the relative
speed of the clock at node A with respect to the master
clock, and

o4 denotes the offset of node A with respect to the master
clock.



» Nodes can accurately timestamp packets.

o When two nodes can communicate directly we say that
they share a link (i.e., that they are neighboring nodes),
and both nodes trust each other.

« Both endpoints of a link are half-duplex nodes, and 74 is
the time to switch from transmit to receive, or vice-versa.

« When nodes share a link, they also share a private key,
which is used to provide authentication and confidential-
ity. By using a private key we can eliminate traditional,
cryptographic man-in-the-middle attacks. There are sev-
eral techniques to derive the private key [18].

« An attacker is unable to break the cryptography used in
the protocol.

« The product of the relative skews between two neigh-
boring nodes A and B must be equal to 1, that is,
SapSpa = 1.

B. Basic clock synchronization protocol

The basic clock synchronization between two nodes A and
B, is achieved by exchanging 4 packets as shown in Figure 1,
where P4z(n) denotes the n™ packet sent from node A to B. It
includes the time at which it is sent, o 45(n), and the last time
at which a packet was received in the reverse path, pap(n—1).
Once the aforementioned packets have been exchanged, node
A has enough information to estimate the relative skew of B’s
clock with respect to A, S 45, and the one-way delay from A
to B, 445, using the following equations:

G pap(m) — pap(n —1)
A8 ap(n) — oap(n—1)

Once another packet is sent from A to B, P4p(n + 2), node B
is able to perform a similar calculation for the reverse link.
Once this basic clock synchronization is performed, as [10]
showed, legitimate nodes can exactly predict the time at which
the packet P(n+ 1) will be received according to the receiving
node’s clock, by using the following equation:

Sap = pap(n) — S apoap(n).

pap(n+1) =S apoap(n + 1)+ Sap.

o
»ﬁc ———— OBa
opa(n) pap(n+1) ops(n+1)

B pa(n)

Pap(n) Ppa(n)

gap(n+1)
—— O0aB

AT ast) PrAlD) Ppa(i+ 1)

—— O0aB

Fig. 1. Basic clock synchronization

By using this basic clock synchronization protocol, we
prove in the following theorem that legitimate nodes are able to
impose restrictions on the kind of additional relaying delays

a wormhole attacker can impose on the packets exchanged
between them.

Theorem 3.1: If two nodes having affine clocks use a fixed
network where the delay between the nodes is constant, and
are able to authenticate packets sent by each other, then any
attacker that delays packets by an amount of time that is not
constant can be eventually detected using timing information
alone.

Besides showing that a wormhole attacker must be consis-
tent in order to avoid being detected, we also showed that suffi-
ciently distant full-duplex and half-duplex wormhole attackers
will eventually be detected regardless of their consistency.

IV. SEcURE NETWORK-WIDE CLOCK SYNCHRONIZATION PROTOCOL

We have extended our previous work [8] from a single-link
scenario to a multi-hop network where links on which worm-
hole attackers are detected are ignored in routing decisions.

Our secure network-wide clock synchronization protocol,
which continues using the notation and assumptions stated in
Section III, seeks to provide a network-wide compliant clock.
That is, for any two nodes A and B in the network, the skews
of A measured by B through k different paths between them
should be approximately equal. In case the skews obtained
do not obey this property, then we say the skews are non-
compliant, which implies that one or more links have been
compromised, and we remove the incorrect ones. The protocol
is divided into four steps: single link check, neighborhood
check, network compliance check, and removal of network
non-compliance.

a) Single Link Check: In this step, every node performs
clock synchronization with all of its neighbors. In other words,
if there exists a link between A and B, then A and B perform a
secure clock synchronization as described in Section III during
this step. At the end of this step, all pairs of nodes A and B
that share a link can measure the estimated relative skews
S 45,8 pa. All nodes A and B then verify that SipSps ~ 1.
Each node also uses the measured skews to constantly monitor
the consistency of its links.

b) Neighborhood Check: In the next step, node A uses
the information collected in the first step and isolates misbe-
having links by compiling a neighbor list, which excludes any
neighbor M where SamSua 2 1 (i.e., only valid neighbors
are included, and links controlled by inconsistent attackers
are excluded), and distributing this valid neighbor list to each
valid neighbor. This list includes the ID’s, measured skews,
and measured round trip times of the neighbors reachable in a
single hop. By not including the inconsistent links, a node is
assured that all links incident on itself are either direct links
or are controlled by consistent attackers.

¢) Network Compliance Check: In this step, nodes dis-
cover the existence of nodes not directly connected to them,
and check the paths that have been learned for possible
misbehaving links. This is achieved by constructing a list of
reachable nodes with the information received in the previous
step. The construction of this list involves adding any new
nodes from loop-free paths, calculating aggregate skews and



round trip times, and verifying the compliance of the end-
to-end relative skews (i.e., the product of all relative skews
along a path). This last verification is performed whenever
a new path to a previously registered node is found. For
instance, if node A previously found a path P; to node B
through node X with an aggregate skew S'AB,p] = SAX§XB,
and now finds another path P, to node B through node Y
with an aggregate skew S’AB,pz = SaySyp, then S’AB,pl and
S ap.p, are considered compliant if Sazp, ~ S4pp, to within
an acceptable tolerance. If during the construction of the list
of reachable nodes, new nodes are added, meaning nodes one
hop farther have been discovered, then the node constructing
the list floods the updated list to its neighbors. If every node
sends its list of reachable nodes to its neighbors every time
there is a change in it, eventually every node will discover the
network topology. We note that in this step we are actually
carrying out a procedure similar to the one performed by the
distributed Bellman-Ford algorithm [19], only that instead of
computing a minimum cost path, we are aggregating the skew
and round-trip time.

d) Removal of Network Non-compliance: In this last
step, any misbehaving path is removed from usage in case non-
compliant skews are detected between two nodes. To detect
the misbehaving path, a node sends a packet that includes
the estimated arrival time to the other node through the path.
Given that the path is misbehaving, there is a node or attacker
controlling a link that must be delaying the packets in an
inconsistent manner. Therefore, as shown in our previous
work [8], this non-compliant path must either eventually result
in a time-out to maintain its slow skew or acausally delay
packets to maintain its fast skew. In any case, a removal of
the non-compliant path will be performed.

Lemma 4.1: Whenever an inconsistent wormhole attacker
creates a non-compliant path, it can alter the skew of a path
and remain undetected only for a finite time.

Proof: For a single-link non-compliant path, the proof
can be found in [8]. The basic idea of the proof is that
if the attacker-modified skew changes over time, then the
inconsistent attacker can be detected. In order to construct a
multi-hop algorithm able to detect an inconsistent wormhole
attacker in finite time, we apply this basic idea.

Let us suppose there are two paths between two communi-
cating nodes A and B, P; and P,. P; has an aggregated skew
approximately equal to the true skew; that is, S AP, * Sap
and § apr, ~ Spa. P, contains a malicious attacker, and
its aggregated skew is different from the true skew; that is,
Sapp, # Sap and Spap, # S pa.

To determine the non-compliant path, Node A sends packets
to Node B alternately on the two paths exhibiting different
measured skews, i.e., Node A sends packet n via Path Py,
then sends packet n + 1 via P, and so on. Moreover, let us
assume that the packets sent by Node A are periodic or equal
duration apart; that is, the time duration between packet n + 1
and n is equal to the duration between n + 2 and n + 1.

Given that SABPI ~ Sap # SAB p,, We examine the two
cases where Spp, < Sapp, and Sapp, > Sap.p,. For the first

case, Sapp, < Sapp,, we expand both sides:

Papp,(n+3)—papp,(n+1)
Oagp,(n+3)—capp,(n+1)

Above o4p represents the transmitting timestamp, which is
inserted by the sender, and the wormhole attacker cannot alter
it without knowing the secret key used to authenticate the
packet. Furthermore, given that the time durations between
packets are equal, the denominators on both sides are equal.
That is,

pasp,(n+2) = papp (n)
oapp,(n+2)—0app, (n)’

>(l+e)

papp,(n+3) = papp,(n+ 1) > (1 + &)(oapp,(n +2) — papp, ().

Solving the recursive functions we obtain,

Pasp,(n+3) — papp, (1) > (1 + 8)(%)(pAB,P1 (n+2) = pag.p,(0)),

papp,(n+3) —oapp,(n+3)>(1+ 8)(%)(/7AB,P1 (n+2) = pagp,(0)
+Pap.p,(1) = Tapp,(n + 3).

Given that p4pp, linearly increases with respect to n and
1 + & > 1, there exists N such that for all n > N, for any
defined time-out threshold T,

papp,(n+3)—oapp,(n+3)>T.

In other words, the path that contains an attacker would time-
out and be removed in finite time .

For the second case, S app, > S ap,p,, We expand both sides
once more:

paBp,(n+3) = papp,(n+1)

Oappy(n+3)—0app,(n+1)

pap,(n+2) = pagp, ()
Tapp, (N +2) —0app,(n)

<(l-¢)

Similarly,

Pasp,(n+3) = pap.p,(1) < (1 = &) (pap.p, (n +2) = panp, (0)),
and there exists N such that for all n > N,

pagp,(n+3) — papp,(1) < SAB,PI (pAB.P] (n+2) = pagp, (0)) .

In other words, the attacker would need to acausally forward
packets and be removed in finite time [ ]

In case we only need an on-demand node-to-node synchro-
nization, and not a network-wide synchronization, we elimi-
nate the non-compliant links only along the paths connecting
the nodes of interest.

V. IMPLEMENTATION DETAILS

We have implemented our protocol on a testbed built using
Crossbow Imote2 [11] sensors using the TinyOS 2.1 operating
system [20] in order to verify its properties. Due to space
limitations, we only highlight parts of the implementation and
the main results of its evaluation. The implementation consists
of the following major parts:

o Use of exponential smoothing to reduce quantization
errors in timestamps and the drifts in clock skew over
time.

« Generation of accurate timestamps, required to predict the
remote node’s clock time at which a packet will arrive.

« Use of a neighbor discovery protocol to permit the nodes
to detect replayed packets.

« Exchange neighbor lists and reachable lists between
nodes.



(a) Physical topology
Fig. 2.

(b) Link topology
Experimental setup with 25 nodes

« Removal of inconsistencies discovered by the nodes.

Our implementation was tested on a 25 node network shown
in Figure 2(a). In this figure there are 6 additional motes on
the periphery that act as observers; and which log every packet
they hear, for later analysis. Figure 2(b) shows the ID numbers
of the nodes as well as their links.

Several experiments were performed, some of them with
no attackers, and others with attackers. The latter resulted in
inconsistent link behavior. We induced the nodes to think there
is an attacker using two methods. We (i) made two nodes
sharing a link exchange invalid skews between them, and (ii)
made one of the neighbors of a given node A advertise an
incorrect skew, resulting in non-compliances with respect to
node A when other nodes in the network update their list of
reachable nodes. In all the scenarios mentioned above and all
the experiments performed, we obtained similar results:

« The product of the skews between nodes in the network
stayed very close to 1, even over multi-hop links

o Whenever a compromised link is detected, nodes stop
using it either because it is never advertised or because
it is removed in the fourth step of our protocol, as
mentioned in Section IV.

VI. ConcLusioN

In this paper, we have presented a secure network-wide
clock synchronization protocol which at the same time al-
lows for the secure discovery of the network topology. This
network-wide protocol has been built on top of the scheme
we proposed in a previous work [8] for a single-link scenario.
The protocol is able to eliminate any inconsistent wormhole
attackers, and even wormhole attackers that are consistent on
a single-link basis, but not on a global basis, by performing a
verification on every path of interest. Also, by disseminating
the information of the links throughout the whole network,
nodes are able to learn the topology of the network and remove
any inconsistent links.

The protocol has been implemented on a Crossbow Imote2
sensor testbed, and we have verified the theoretical properties
of the protocol in practice.
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