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SecureMAC: Securing Wireless Medium Access
Control Against Insider Denial-of-Service Attacks
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Abstract—Wireless network dynamically allocates channel resources to improve spectral efficiency and, to avoid collisions, has its
users cooperate with each other using a medium access control (MAC) protocol. However, MAC assumes user compliance and can be
detrimental when a user misbehaves. An attacker who compromised the network can launch more devastating denial-of-service (DoS)
attacks than a network outsider by sending excessive reservation requests to waste bandwidth, by listening to the control messages
and conducting power-efficient jamming, by falsifying information to manipulate the network control, and so on. We build SecureMAC to
defend against such insider threats while retaining the benefits of coordination between the cooperative users. SecureMAC is
comprised of four components: channelization to prevent excessive reservations, randomization to thwart reactive targeted jamming,
coordination to counter control-message aware jamming and resolve over-reserved and under-reserved spectrum, and power
attribution to determine each node’s contribution to the received power. Our theoretical analyses and implementation evaluations
demonstrate superior performance over previous approaches, which either ignore security issues or give up the benefit of cooperation
when under attack by disabling user coordination (such as the Nash equilibrium of continuous wideband transmission). In realistic
scenarios, our SecureMAC implementation outperforms such schemes by 76-159 percent.

Index Terms—Denial of service, network compromise, medium access control (MAC), wireless network

1 INTRODUCTION

ROM smartphones to wearable devices to Internet of

Things (IoT)-based appliances, the demand for wireless
communication keeps increasing. However, wireless com-
munication consumes bandwidth, and the users inherently
share a medium; therefore, one’s signal becomes another’s
interference when they collide in channel access. To cope
with the increased demand in wireless, the recent develop-
ments in radio technology (such as cognitive radio and soft-
ware-defined radio) facilitate flexible and dynamic access
and enable better adaptation to the ongoing traffic for greater
spectral efficiency. These sophisticated technologies, how-
ever, increase the complexity of radio operations and net-
work management, further necessitating a complementary
protocol to coordinate the channel access when supporting
multiple users.

To cope with the dynamism in channel access and avoid
inter-user collision, medium access control (MAC) protocols
have been designed to share a medium among multiple trans-
mitters. Since wireless networks lack collision detection (in
contrast to wired networks), they use MAC protocols that coor-
dinate channel use through explicit messages. This process
involves control communication, in which users reserve channels
and notify the network of their transmission intentions before

o S.-Y. Chang is with the Department of the Computer Science, University
of Colorado Colorado Springs, Colorado Springs, CO 80918.
E-mail: schang2@uccs.edu.

o Y.-C. Hu is with the Department of the Electrical and Computer Engineer-
ing, University of Illinois at Urbana-Champaign, Champaign, IL 61801.
E-mail: yihchun@illinois.edu.

Manuscript received 12 May 2016; revised 29 Mar. 2017; accepted 9 Apr.
2017. Date of publication 12 Apr. 2017; date of current version 1 Nov. 2017.
For information on obtaining reprints of this article, please send e-mail to:
reprints@ieee.org, and reference the Digital Object Identifier below.

Digital Object Identifier no. 10.1109/TMC.2017.2693990

the data transmissions. The MAC protocol ensures collision
avoidance among network users by ensuring that each user
reserves channels separated in frequency, time, or processing/
coding (we focus on frequency channel access although our
approach generalizes to other access parameters).

MAC is designed for protocol-compliant users. However,
we study the network behavior when some network users
deviate from the protocol. There are three types of deviations
that we may contemplate: accidental failures, selfish users,
and malicious users. Previous work has shown that the Nash
equilibrium when all users are selfish is to disable MAC
exchanges and have each user access the entire bandwidth
all the time [3]. The success of network protocols such as
WiFi and TCP demonstrates that selfishness is not as promi-
nent in real life as game theorists fear; instead, most users are
protocol-compliant, and protocols based on user coopera-
tions can yield overall network gain. Thus, to take advantage
of the cooperative nature of most users, we focus on a group
of compliant users sharing spectrum with malicious users
(whose goal is to disrupt the network operations and have
the option of behaving like a greedy user if other attacks fail).

In the presence of malicious users, much prior work in
wireless MAC relies on the defense at the virtual network
perimeter, e.g., filtering and blacklisting. Even when the
network is compromised, prior work [4], [5], [6] focuses on
detecting and isolating attackers based on their identities/
credentials to make the attacker’s insider capabilities
obsolete, effectively reducing them into outsiders (whose
identities grant no or limited capabilities and rights). Such
perimeter-based approach works well when the network
boundaries and the user behaviors (including the attackers’s)
are relatively static and is vulnerable against a sophisticated
attacker who already knows the perimeter defense (by
Kerckhoff’s principle) and can thus bypass it. In addition,
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The rest of

User the network

Fig. 1. Handshake-based MAC framework: 1. MAC control decision.
2. Control communication. 3. Data communication. 4. Feedback from
receiver and network.

relying entirely on the perimeter defense for securing the
network is becoming challenging as the wireless space
becomes more complex in applications (e.g., IoT) and in
operations (e.g., cognitive radio).

Thus, instead of depriving the attacker of its insider cre-
dentials, we adopt a defense in depth approach and imple-
ment a real-time strategy (updating the assigned network
resources in every control communication) to build a layer of
resiliency after the network perimeter. Therefore, we consider
the more sophisticated threat model where attackers retain
insider capabilities e.g., of reading and writing the network’s
control messages. Since we do not rely on identities or creden-
tials but on real-time behaviors, our work supports dynamic
network topology, e.g., a node entering or exiting a network.

In wireless MAC, an insider attacker can perform the
following threats that are more devastating than those from
an outsider: false reservation injection (initiating excessive
MAC reservations and reserving the channel resources with-
out using them), false feedback distribution (reporting false
information to skew the decisions on MAC control to the
attacker’s favor), and MAC-aware jamming (adapting the jam-
ming according to the received control messages). False res-
ervation denies bandwidth to legitimate users and takes
relatively little attacker resources (power to transmit control
messages) and consumes network resources disproportion-
ate to attacker effort; it is thus generally more efficient threat
than jamming. In MAC-aware jamming, attackers use the
information being exchanged in the MAC control communi-
cation for the jamming on data communication; this attack
avoids wasting power on unoccupied channels and thus
causes greater interference to the victim user than other jam-
ming strategies, e.g., simple wideband jamming, with the
same power. For our work, we consider an attacker that
launches all three threats. However, the attacker is power-lin-
ited and wants to maximize its impact given a power con-
straint; such assumption is standard in wireless security
because any jamming attacker without power limits can jam
across all RF spectrum (from DC to light) at unlimited power,
in which case none of the users can achieve any throughput.

We consider a multi-channel environment with power-lim-
ited users. The frequency spectrum is divided into multiple
channels and each user competes for bandwidth on one
channel at a time; our framework considers channels that
have flexible bandwidth and varying center frequency. We
also investigate both environments where a trusted entity
exists and acts as an authority (centralized) and where such
entity is absent (distributed); our analyses focus more on
the distributed protocol that presents greater challenges.

We carefully model our work to produce fundamental
results. Thus, our work offers a modular design that sup-
ports generality in physical-layer design (e.g., in modula-
tion and coding), and the implementation-specific work of
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optimizing energy and in-device computation are not the
focuses of our work. Our goal is to increase the achievable
communication rate in wireless capacity, which applies to
all system implementations. Therefore, we use the channel
capacity as our performance metric, which allows us to
simultaneously assess the impact of bandwidth and channel
condition while abstracting away physical-layer system
decisions (which may introduce additional vulnerabilities
apart from those inherent in our MAC framework).

To secure MAC, SecureMAC offers a cross-layer design
between the physical and link layers and is comprised of
four main components: channelization that allocates band-
width to the users, randomization that varies the channel
access, coordination that exchanges the access information
across users and facilitates MAC adaptation for higher spec-
tral efficiency, and power attribution that estimates each user’s
power. Integrating the four components, SecureMAC pro-
vides a countermeasure solution against intelligent and
insider adversaries (we reduce the optimal attacker strategy
to that of an outsider) while retaining the benefit of legitimate
user collaborations and achieving significant performance
gain over the strategy of disabling MAC (which is the typical
MAC-layer solution when the network is compromised).

The rest of the paper is organized as follows. Section 2
outlines our contribution, and Section 3 discusses about the
system model and establishes prior work (on which we
build SecureMAC). SecureMAC protocol is elaborated in
Section 4. We theoretically analyze SecureMAC in Section 5
and present the implementation and simulation evaluation
results in Section 6. Lastly, Section 7 concludes our work.

2 SECUREMAC CONTRIBUTION

2.1 MAC Framework

In order to handle bursty traffic patterns characteristic of
data transmissions, Medium Access Control (MAC) proto-
cols are typically dynamic, rapidly adapting resource alloca-
tions based on user demand. One common approach is to
have each node explicitly announce and share its channel
usage intentions, which we call handshaking, before trans-
mitting data; other users will avoid using that channel.
Fig. 1 illustrates a general handshake-based MAC frame-
work; to send a packet, the transmitter (1) makes a MAC-
layer decision based on its observations and the history
from previous transmission rounds, (2) reserves channels
for data transmission and shares its channel usage intention
with other users in a control packet, (3) transmits the data
packet using the reserved channels, and (4) receives feed-
back from the receiver and the network.

Our wireless MAC framework is applicable to many stan-
dardized protocols in last-mile networking and single-hop
ad hoc networking, such as IEEE 802.11 (WiFi), IEEE 802.16
(WiMAX), and Bluetooth. In WiFi, users handshake using
virtual carrier sense in which they access the channel via
backoff-based random access and reserve the channel by
exchanging Request to Send (RTS) and Clear to Send (CTS)
messages before the data transmission. In WiMAX, a base
station uses centralized scheduling to assign time slots and
bandwidth to each users using a control channel, common
and published as a part of the standard. In Bluetooth, a mas-
ter device initiates handshaking and sends control messages
assigning frequency hopping channels to the slave nodes.
These protocols rely on the trust in the participating nodes
and yield security vulnerabilities discussed in Section 2.2.
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TABLE 1
Threats (X) and Countermeasures (O) of Our MAC Framework
(The Colored Cells Indicate Our Research Contributions)

Vulnerability in 2. Control
Confidentiality (X) Enabling MAC-aware jamming
(O) SecureMAC coordination
Integrity (X) False reservation injection
(O) SecureMAC channelization
Availability (X) Control channel jamming
(O) Spread spectrum [7], [8] and other
secure broadcasting [4], [9], [10]
Vulnerability in 3. Data
Confidentiality (X) Reactive eavesdropping
(O) SecureMAC uses frequency hopping
spread spectrum
Integrity (X) Spoofing
(O) Application-layer cryptography
Availability (X) Data channel jamming
(O) SecureMAC randomization and
coordination
Vulnerability in 4. Feedback
Confidentiality (X) Optimizing false information distribution
(O) SecureMAC uses robust aggregation
Integrity (X) False information distribution
(O) SecureMAC channelization and
power attribution
Availability (X) Feedback channel jamming

(O) Spread spectrum [7], [8] and other
secure broadcasting [4], [9], [10]

2.2 SecureMAC Contribution

We focus solely on the threats that are inherent to our MAC
framework described in Section 2.1. Table 1 lists the vulner-
abilities of handshaking-based MAC protocols and how
they can be exploited against the network. The table also
lists the countermeasure of each threats. (Section 3 discusses
in more detail about system assumptions, and Section 3.3
describes the prior work on which SecureMAC builds.)

In addition to incorporating prior work and building
an integrative countermeasure, SecureMAC offers novel
contributions (the shaded regions in Table 1 highlight our
novel contributions). We make four major contributions
and integrate them to build SecureMAC. First, we develop a
resource-based channelization scheme where each user is
allocated spectrum proportional to its demonstrated power,
rather than the number of network identities demonstrated.
The channelization eliminates the false reservation threat,
since a falsely reserving node will demonstrate minimal
power. Second, given the channel bandwidth allocations
from the channelization scheme, SecureMAC randomization
uses dynamic frequency hopping spread spectrum to
thwart targetted narrowband jamming; we motivate the
design principle of user-independent randomization by
establishing the infeasibility of inter-user coordination for
generating randomization patterns (that can avoid collisions
and fully use the available bandwidth). Third, to subse-
quently mitigate the deficiencies of the randomization,
we build SecureMAC coordination that takes two measures:
it deprives misbehaving users of the insider information
while still performing handshakes with protocol-compliant
legitimate users; and it implements waterfilling (on the
unreserved bandwidth) to ensure full bandwidth utiliza-
tion. Finally, SecureMAC power attribution determines the
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amount of power that was sent by each node, using a ran-
domized approach that accurately attributes the power con-
tributions of multiple nodes in the same frequency band,
while defending against false information distribution
threat. Under the threats on our MAC framework described
in Table 1, SecureMAC forces the optimal insider attacker
strategy to be that of an outsider.

2.3 Related Work on Wireless Availability

In wireless MAC security, previous work considers a
denial-of-service (DoS) attacker capable of either jam-
ming [6], [11], [12], [13], [14], [15], sending bogus requests to
reserve channels [16], [17], [18], [19], or falsifying informa-
tion at the communication feedback [20]. However, these
prior work focus on their respective threats and remain vul-
nerable when facing a more comprehensive threat model
that introduces an attacker capable of performing all of the
aforementioned threats.

3 SysTteEm MODEL

Our model supports the MAC framework described in
Section 2.1 and applies generally across the protocols that
implement the framework. There are T non-idle transmit-
ters, which form the set 7 (each user is indexed with 1
where i € T ={1,2,...,T}), that share a frequenc¥ band
with a total bandwidth W via frequency division.” In 7,
there are M malicious attackers, each identified by an index
ke M= {1,2,...,M}, and the rest of them are protocol-
compliant and collaborative. The network is a single-hop
network, in which users communicate directly without any
need for relaying, and each transmission is heard by all
users. Thus, when two or more users operate on the same
channel, they collide. The users do not favor any particular
subset of spectrum, and every part experiences equal path
loss in expectation. Furthermore, users operate in a repeated
game with infinite-horizon; that is, the transmitters do not
run out of queued packets. Also, all users are time-synchro-
nized at the packet level, and they operate in the same phase
in the protocol (e.g., control communication phase) at any
give time.

We build our scheme on pre-established keys, such as
Diffie-Hellman key exchange and those used in resource-
constrained sensor networks [21], [22], [23], and each pair of
nodes share a secret key; our main contributions lie after
node registration and key establishment. We also timestamp
and authenticate control packets either by using digital sig-
natures or by authenticating them to an online trusted
authority (the reservation messages need only be authenti-
cated to that online authority); this authentication elimi-
nates forged MAC control messages, thus ensuring that a
user can be held responsible for the channels it has reserved.
We further assume that each node knows which users are
valid (e.g., based on a certificate signed by an offline trusted
authority), which prevents the Sybil attack (one entity fak-
ing multiple identities).

1. Although many existing wireless MACs operate at a single fre-
quency, the use of multiple frequencies is not only achievable with cur-
rent technology (as discussed in Section 3.3) but is also common in
wireless cellular networks. Furthermore, our techniques are as applica-
ble in time-division systems as they are in frequency-division systems,
though frequency-division systems are easier to describe and are tai-
lored to a more realistic power-limited attacker (while a time-division
system relies on attacker energy limitations).
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3.1 Performance Metric
Our analysis holds when using any metric as long as it exhib-
its the following three properties: it is decreasing and convex
with jamming power, monotonically increasing with trans-
mitter’s signal power, and linear in available bandwidth.
As a representation, we use the Shannon channel capacity”
to construct our performance metric. Channel capacity is
strongly correlated with both bandwidth and signal-to-inter-
ference-and-noise ratio (SINR), while abstracting away
physical-layer decisions such as modulation and coding.
Whenever user ¢ transmits to its destination user j, it does
so on a frequency channel, whose location is known to user ¢
and user j and whose bandwidth is ;. Under a flat fading
Gaussian channel with Gaussian signals and interference
being treated as noise, the channel capacity of thelink i — jis

+ -~
NoWi + 2 sipeme Prj + 2okem Prj

R =W;log,y|1 . (D)

In Equation (1), Ny is the noise power spectral density;
M is the indices of jammers; M° is the indices of legitimate
users; P, is the effective or received signal power of the link
2 — y; and the fraction inside of the parenthesis is SINR.

We bound the power of all users including attackers such
that user z has a bound of P,: E[P,,] < P, < o0, Yz €7,
where P, , is random due to the channel  — y. As R; mono-
tonically increases with P, each transmitter emits at full
power to maximize the signal power P; at the receiver. Users
with better channel gains can be modeled with larger power
constraints. Jensen’s inequality [26] yields the capacity of

B

E[R;] < W; lo 1+ y
(R 82 NoWi + 30 siveme 1ePe+ 3 e n T

(2)

where [, is the amount of benign user ¢'s power that inter-
feres with the transmitter’s signal normalized with respect
to the power constraint P, and J is the attacker %’s jam-
ming power normalized to the power constraint P}, (that is,
Iy and J;, are control variables indicating the amount of
power emitted on the channel). We use Equation (2) as our
performance metric for the link ¢ — j. For our goal of maxi-
mizing the performance of the overall network, we intro-
duce a network utility function U, which is the aggregate
rate of the legitimate users

U=> E[R]= ) E[R]. 3)

€T ieM°

3.2 Threat Model

An insider attacker launches a denial-of-service (DoS) attack
on the network to reduce the network performance. We con-
sider the worst-case attacker who minimizes the utility

minimize U subject to J, < 1, Vk € M. 4)

Under this model, the attackers will fully utilize their
power budget. We also consider a strong threat of an attacker

2. The channel capacity given by Shannon-Hartley Theorem pro-
vides an asymptotic upper bound for the communication rate of an
independent AWGN channel [24], [25]. This bound is commonly used
for evaluating performance and is generally considered tight (informa-
tion theorists continue to pursue even tighter bounds in more complex
and realistic channel models).
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network where multiple entities compromised the network
and they share all information through a secure, covert chan-
nel with unlimited bandwidth; such network of insider
attackers is a stronger threat model than having one (entity)
point of breach in the network and multiple outsiders collud-
ing with that insider attacker, as such colluding outsiders’
involvement in the MAC can only be passive (e.g., they can
perform MAC-aware jamming from the information relayed
by the insider but cannot falsely reserve channels).

We focus on threats that exploit vulnerabilities that are
insufficiently addressed by prior work in wireless security.
In specific, we are concerned with the following attacks: false
reservation injection, which wastes network bandwidth, and
jamming on the remaining bandwidth. If successful, false res-
ervation is the more power-efficient attack of the two, since it
allows an attacker to reduce bandwidth available to legiti-
mate nodes at nearly no power cost. Each attacker can send a
short reservation request message and reserve a channel for
an extended period of time (supposedly for data transmis-
sion) without the intention of using the channel, preventing
legitimate users from using the bandwidth resource. After
successful false reservation, attackers can use the majority of
their power to jam and disrupt the communication of legiti-
mate users. In this case, attackers are successful in both wast-
ing resource by falsely reserving portions of spectrum and
degrading the channel conditions of the rest of the spectrum
by jamming. To realize this, attackers are capable of access-
ing non-contiguous frequency band, e.g., [27].

Attackers can also target the feedback communication and
perform false feedback distribution to manipulate MAC param-
eters and influence the user’s decisions on MAC control.
Attackers can do so in two ways: they can attack the aggrega-
tion of the power estimations (for bandwidth allocation in
distributed settings) or affect the users’” power sensing by
over-claiming transmissions (especially for those band that
are occupied by more than one user). We discuss each of
these threats in greater details and present our corresponding
countermeasures in Sections 4.2 and 4.5, respectively.

3.3 Prior Work and Bases for Our Work

SecureMAC builds on prior work, and we review them in
this section. Our approach diverges from the conventional
slotted channelization (where the spectrum is divided into
channels with fixed bandwidth and static location), the
typical approach when studying security in wireless MAC.
Instead, we allocate channels with varying bandwidth
and center frequency to more effectively match the power
of each user, increasing our system’s spectral efficiency.
Researchers have used flexible channelization in non-
security contexts [27], [28], [29].

The resource consumption of control communication can
be made much smaller than that of data communication (this
actually helps the attacker and makes the false reservation
threat more efficient, as described in Section 3.2) because the
overhead of a control message can be amortized over data
frame and we can choose arbitrarily large data frames. Thus,
we focus on the performance of data communication when
evaluating SecureMAC. Furthermore, control communica-
tion being relatively small helps in building link reliability
by making it more affordable to use measures that are gener-
ally costly; wireless researchers widely use the gain from
time and processing redundancy to increase resistance to
noise and interference [4], [7], [14], [15]; thus, we rely on such
techniques to ensure the availability of control channel.
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To build resistance against outsider jammers targeting
specific users, we incorporate randomization and build on
the traditional anti-jamming technique of spread spectrum,
where the spreading code is known to only the sender and
the receiver [7]. Using frequency hopping spread spectrum
(FHSS), each user transmits data using frequency hopping
on randomly generated hopping patterns chosen indepen-
dently for each packet. To avoid reactive jamming, where
an attacker senses the channel use and jams as soon as it
detects the victim’s transmission, we use fast hopping
where the hopping duration is less than the attacker’s reac-
tion time. Even though incorporating FHSS-based hopping
complicates our scheme, it is crucial to add robustness
against outsider jammers who dynamically adapt its strat-
egy; otherwise, their relatively inefficient strategy is already
effective in disrupting transmission.

SecureMAC coordination builds on our prior work, Sim-
pleMAC [14], [30]; compared to SimpleMAC, SecureMAC
incorporates greater complexity and is comprised of multi-
ple components. Unlike insecure MACs, which blindly trust
and handshake with everybody in the network, SimpleMAC
uses a feedback-based trial-and-error mechanism to select a
subset of the network users with which to perform hand-
shaking (in order to avoid sharing the critical MAC informa-
tion to the compromised network users); we call this set the
handshaking list and denote it with .S in this paper (our prior
work in SimpleMAC calls this set the recipient list of control
messages). Unlike other prior work that detects and isolates
attackers [4], [6], [31], SimpleMAC [14], [30] chooses the
handshaking list based on the performance history of hand-
shaking lists rather than the behavior of the individual enti-
ties. This approach makes SimpleMAC inherently robust to
colluding attackers such as those who do not jam themselves
but relay the jamming-relevant information to the jammers,
since the end-user observes the same performance regardless
of whether the insider attacker jams itself or provides the
information to colluding attacker. The scheme dynamically
explores among possible handshaking lists and quickly out-
performs the Nash equilibrium in expectation and converges
to the ideal handshaking list. To facilitate the coordination
component, SecureMAC relies on SimpleMAC’s exploration
mechanism, which details we do not further discuss in this
paper. Even though our prior work in SimpleMAC facilitates
to counter MAC-aware jamming, its use is within the coordi-
nation component (Section 4.1) and does not contribute to
the rest of the SecureMAC components; in fact, SimpleMAC
design does not aim to be effective against MAC-proactive
threats such as false reservation injection and false informa-
tion distribution.

4 SECUREMAC SCHEME

4.1 SecureMAC Overview

SecureMAC node executes channelization, randomization,
coordination, data communication, and power attribution
in sequenece; unlike the other components, power attribu-
tion occurs after data communication. Channelization deter-
mines the amount of bandwidth to allocate to each user
based on prior power measurements. The goal of channeli-
zation is to allocate spectrum bandwidth to each user pro-
portional to its power capability, ensuring a constant power
spectral density, known to be optimal in channel capac-
ity [32]. Channelization decisions are made once per round.
Within a round, channel access based on allocations cannot
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be based on fixed center frequencies because a static alloca-
tion of channels is vulnerable to outsider jammers who can
monitor the channel use and dynamically adapt their strate-
gies. We thus have a randomization component, which imple-
ments frequency hopping spread spectrum (FHSS) that
varies the center frequency, while maintaining the band-
width allocation. (Unlike the other components, we do not
further describe FHSS randomization in this section since it
is well-studied in prior literature and we provide an over-
view in Section 3.3.) Randomization in channel access results
in collisions in some parts of frequency band and vacancy in
others. The coordination addresses these problems by sharing
the bandwidth allocation and the randomization results,
resolving known conflicting reservations arising from ran-
domization-induced collisions, and allocating transmission
to regions that would otherwise be underutilized. Data com-
munication for goodput delivery follows. Finally, after a
round of data transmission is complete, each node performs
power attribution to determine the amount of power contrib-
uted for data communication by each node while leveraging
commit-and-reveal to build resilience against the manipula-
tion of power attribution. These transmission power esti-
mates are then used for MAC control in the next round.

Fig. 2 illustrates the spectral occupancy of Nash equilib-
rium and each of the SecureMAC components when two
users, one of which has twice as much bandwidth as the
other, share the band. In the Nash equilibrium of wideband
access, all users fully utilize the bandwidth while interfering
with each other (Fig. 2a); the users can filter the interference
and noise via signal processing, e.g., direct sequence spread
spectrum (DSSS), but such processing performance is
bounded by the channel capacity; wideband access does not
require MAC, corresponds to when the network users give
up on collaboration, and thus serves as a baseline to our
scheme. In SecureMAC channelization, users allocate band-
width proportionally to their power capabilities, which has
greater channel capacity than the wideband access in the
ideal case of fully orthogonal channel access (Fig. 2b) except
for when the channel noise dominates the signal. Secure-
MAC randomization causes partial collision and underutili-
zation (Fig. 2c) while SecureMAC coordination resolves the
collision and waterfills the underutilized spectrum (Fig. 2d).

4.2 SecureMAC Channelization

SecureMAC channelization counters the false reservation
attack with three properties: first, it provides power-fairness
across users (from the receivers’ perspectives); second, it
achieves the optimal performance in terms of spectral effi-
ciency; and third, it prevents the attacker from simulta-
neously making effective reservations and using all of its
power for jamming. In fact, as we will see in Section 6.1, the
optimal power-limited strategy for attackers is to forgo false
reservation and exclusively focus on jamming. Our protocol
thus performs substantially better than previous protocols
that do not counter false reservations since, in those proto-
cols, an optimal attacker can simultaneously perform false
reservation and jamming, as described in Section 3.2. Table 2
presents our scheme when only considering false reserva-
tion threats.

SecureMAC channelization assigns bandwidth to a user
proportional to the received power from the user; only
the current bandwidth allocation (which is necessary to per-
form power attribution on each users) and the update
(proportional to the users” power attribution results) affect
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User 2

(d)

it]

Fig. 2. We illustrate the spectrum of: (a) Nash equilibrium (wideband
access). (b) Our scheme after channelization. (c) After randomization.
(d) After bandwidth coordination. Frequency in horizontal axis and power
spectral density (PSD) in vertical axis.

the upcoming allocation. To determine and disseminate
the bandwidth allocation results of the channelization, the
scheme has two stages: first, each node performs individual
channelization and then, for environments that lack an online
central authority, the nodes perform distributed channelization
to decide and agree on the bandwidth allocation while mini-
mizing the effect of colluding adversaries. In contrast, in the
presence of a trusted authority, the authority broadcasts its
own individual channelization results to assign bandwidths,
and we can bypass the distributed channelization.

The individual channelization assigns bandwidth propor-
tional to the observed received power; all users have unique
observations because they are in different spatial locations
(which affects the wireless propagation attenuation) and
wireless channels naturally fluctuate and experience fading.

The distributed channelization aggregates the individual
channelization decisions in a distributed manner, so that
users agree on the channelization results of which user gets
how much bandwidth. Each user disseminates its channeli-
zation result using the Byzantine General’s algorithm with
signed messages [33]. All users then compute the median
bandwidth allocation for each node (median is known to be
an attack-resistent aggregation mechanism [34]), and use
these values as the network-wide consensus. Because each
node computes the median over the same set of data, each
node arrives at the same channelization. Thus, the Secure-
MAC channelization is resilient to Byzantine failure and
requires only one round of message delivery.

However, because the attackers compromise a fraction of
the network and have legitimate rights to vote, the distrib-
uted channelization is vulnerable to an attack where attack-
ers attempt to distort the consensus to their advantage. In
this false feedback distribution attack, attackers report false
channelizations to distort the outcome of the distributed
channelization. Because SecureMAC’s distributed channeli-
zation uses the median, it is somewhat resilient to such
attacks [34]. Nevertheless, since attackers know each other,
they can still distort the median by reporting favorable val-
ues for fellow attackers and discredit legitimate nodes by
claiming low power observations. As a result, the consensus
median value will be shifted towards the value that the
attackers report. Furthermore, if the number of attackers
exceeds half the network population, the attackers gain total
control over the distributed scheme.
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SecureMAC does not attempt to detect and isolate false
reporting attackers because the variable channel conditions
caused by wireless fading adds randomness to each user’s
received power observations and makes detection difficult.
A threshold-based scheme can be defeated by attackers who
infer other legitimate users’ observations based on the past
reports. Attackers can then decide how much to distort the
median by reporting moderately biased values while avoid-
ing detection. Because such detection approaches may be
ineffective, yet add complexity and a new attack vector (e.g.,
false positive creation), we do not use them in SecureMAC.

4.3 SecureMAC Randomization
After SecureMAC channelization determines the bandwidth
allocation for each user, SecureMAC randomizes the users’
channel access locations to thwart power-efficient targeted
jamming. SecureMAC builds on frequency hopping spread
spectrum (FHSS), described in Section 3, and each user choo-
ses its center frequency at each point in time from a uniform
distribution. Though incorporating FHSS in SecureMAC
complicates the scheme, it is crucial when attackers can learn
about the channel parameters and perform targeted jamming,.
SecureMAC aims to defend against such targeted attacks.
This section presents a fundamental result about channel
randomization (Section 5 presents more theoretical results).
In particular, although inter-user coordination in generating
hopping patterns can help in achieving perfect orthogonality
between channels and may potentially offer full bandwidth
utilization (for example, a centralized authority can use ran-
dom permutation to generate hopping patterns so that the
hopping access does not overlap between users), we show
that control communication overhead for any such approach
is prohibitive (in the presence of an insider attacker monitor-
ing and recording the hopping patterns to learn about the
hopping pattern), motivating SecureMAC to generate ran-
dom and inter-user-independent hopping patterns.

Definition 1. A system resists jamming against an insider
attackerif the insider attacker, from its available information,
gains no additional advantage on the channels used by any
other node, except that already available through any assuran-
ces of orthogonality.

Theorem 1. In a system where T transmitters first coordinate
amongst themselves and then transmit for a fixed period of time
representing h hops, no system can resist jamming against an
insider attacker with overhead less than Q(Th log ,c¢) per period
where c is the number of distinct channels.

Proof. We show that per-user overhead is Q(h log,c). At
time ¢ (in hops), the user chooses the channel ¢, from a uni-
form distribution, i.e., Pr[c; = a] = %,Va where a is some
channel. Thus, the entropy of each hop is H(c;) = log ¢ for
attackers. We consider an attacker who knows and records
the transcripts of the user’s past hops before ¢ (the knowl-
edge of other users’ past transcripts do not help as the
channel access is independent across ¢, although the users’
accesses are dependent to each other at the same ¢).

We use contradiction. Suppose there exists a coordina-
tion protocol with some per-node overhead of z <
Q(h log,c). Since the entropy of each hop is log,c, the
entropy is « — log,c after one hop, « — 2 log,c after two
hops (because the hops are independent across t), and
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TABLE 2
Channelization, Data Communication, and Feedback
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TABLE 3
SecureMAC Protocol

Channelization

SecureMAC protocol

1. Allocation Assign bandwidth according to the
received power

Transmit goodput data

Report the receiver’s observations

in performance and power

2. Data communication
3. Feedback

so on. At the last hop of h, the remaining entropy is
x — h log ,¢, which is negative and thus impossible. Thus,
by contradiction the per-node overhead is no less than
Q(h log,c). 0

Remark 1. The proof assumes that the channel access is
in uniform distribution. However, the attackers can in-
troduce bias, for example, by false reservation attack,
effectively reducing the H(¢;) = f(¢) < log,c. Then, the
overhead is Q(Thf(c)).

In Theorem 1, we learn that any system that attempts to
coordinate the dynamic frequency hopping pattern does not
scale well with the number of users 7" and the number of
hops h, latter of which can grow significantly in the presence
of processing-powerful reactive jammers (by causality, the
hopping duration is, however, lower-bounded by the signal
travel time coming from the triangular distance between the
attacker and the transmitter-receiver pair). Therefore, due to
the overhead cost in control communication, we build Secure-
MAC randomization on FHSS where all users choose their
frequency hopping patterns independently to each other.

4.4 SecureMAC Coordination

As discussed in Section 4.3, SecureMAC randomization
selects hopping patterns individually without regarding
potential collisions. Therefore, much like the traditional
FHSS, SecureMAC randomization causes collisions (chan-
nels in which multiple users make a reservation) and
under-utilization (channels in which no users make a reser-
vation). To avoid spectral inefficiency caused by collision
and underutilization, legitimate nodes perform Secure-
MAC coordination. SecureMAC coordination offers secure
handshaking where users exchange the center frequencies
of their reserved channels and adjust the channel access to
minimize mutual interference; furthermore, the users uti-
lize the under-utilized bandwidth by waterfilling such
bandwidth with their transmissions. The handshaking
process involves a single one-way multicast delivery, i.e.,
everybody delivers one handshaking package that con-
tains the reservation information (however, to realize
secure delivery, this entitles redundant transmission and
user interaction, as we will discuss in Section 4.5). Table 3
presents an overview of the SecureMAC; the coordination
(Section 4.4) and the power attribution (Section 4.5) are
shaded in the table to contrast with Table 2; these are the
additional complexities required to incorporate randomi-
zation to thwart outsider jamming and build resilience
against false feedback distribution.

4.4.1 Handshaking List Selection

A user that handshakes with a misbehaving user may expe-
rience decreased performance, since the attacker can now

1. Channelization Assign bandwidth according to the
received power

Commit to handshaking list and
waveform (for attribution)
Handshake and disclose hopping
pattern to handshaking list
Handshaking users adjust bandwidth
and waterfill

Transmit goodput data on
predetermined bandwidth

Reveal the handshaking list and
waveform

Observe the spectrum and determine
users’ power levels

Report performance and power levels
observed this round

2. Commit

3. Handshake

4. Data communication
5. Reveal
6. Power attribution

7. Feedback

use randomization information to perform targeted jam-
ming against that user. Therefore, SecureMAC builds trust
and shares MAC-sensitive information only with those that
are beneficial. A user’s handshaking list S is the the subset of
the network users with which it handshakes. As described
in Section 3, we use SimpleMAC to determine and update
the handshaking list [14], [30]. SecureMAC handshaking
involves sharing its handshaking list S and its randomized
center frequency sequence with every node in S for channel
access coordination.

4.4.2 Bandwidth and Power Control

In this section, we describe how SecureMAC resolves chan-
nels that have conflicting reservations or that lack reserva-
tions. For each time slot, SecureMAC performs three steps.
First, when two nodes ¢ and j have mutual knowledge of
their impending collision, the nodes divide the collided
bandwidth, so that each node obtains an amount of band-
width proportional to their respective bandwidth alloca-
tions. Second, when node i knows of an impending
collision with j, but j does not know of i’s intentions, i
defers to j. (We do not claim that this is an optimal choice;
rather, we make it for simplicity.) Finally, SecureMAC
determines the set of channels that are not reserved by any
user and plans to waterfill that spectrum. The user divides
its power between its solely-operating reserved channel and
the channel that apparently nobody has reserved based on
its estimate of interference power on both the reserved
channel and the under-utilized channel.

4.5 SecureMAC Power Attribution &
Commit-and-Reveal

As SecureMAC channelization is based on the power
observed from each transmitter, we provide a physical-layer
supplement to our MAC protocol that attributes power to
users given a received signal. Separating out the power
from each user requires two parts: first, we need to know
where each user is transmitting at any time, and second, for
bandwidth regions where multiple users transmit at the
same frequency and the same time, we need to be able to
determine the power of each user. After the coordination in
Section 4.4, for regions where one user has sole access, we
can trivially determine that user’s power level by filtering
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and observing the amount of power in the user’s reserved
channel. However, for bands where multiple users transmit,
such passband-based attribution schemes are ineffective.
Thus, users commit to the waveform signature that they will
transmit prior to data transmission.

In every round, our protocol involves five steps: two
before the data is sent, and three afterwards. First, the user
chooses a randomization pattern for hopping and commits
to the data, a random nonce, and the waveform signature.
Second, the user sends a control message to each node
and includes the randomization pattern in that message for
coordination. Then the user sends the data using its randomi-
zation pattern. Third, each user reveals their waveform
signature and the nonce from initial commitment. Fourth,
each user combines the random numbers (e.g., using XOR) to
determine a network-wide random number, and uses that
random number to determine a short portion of its data trans-
mission to reveal (e.g., using a PRF keyed with the random
number); this interval could be identical system-wide, or it
could be determined on a per-transmitter basis. Finally, each
user A reconstructs the perspective of each other user B dur-
ing B’s revealed time ¢, and determines the amount of
power transmitted by B. To do so, A considers the reserva-
tions that B has sent and received, determines the output of
B’s coordination, determines the data that B will send, and
obtains the waveform that B sent at time ¢ 3. User A then takes
the cross-correlation between the signal received by A at time
tp and the waveform that B sent at time ¢ to determine B’s
contribution on the A’s received signal. This correlator-based
approach for attribution is widely used in communications
such as in signal detection (e.g., preamble synchronization),
matched filter, and direct sequence spread spectrum (DSSS).

We now describe the commit-and-reveal protocol in
greater detail. In step one, each node commits to its data,
nonce, randomization pattern, and handshaking list. For
efficiency and attack-resilience reasons, we commit to these
as follows. First, the data is subdivided into small blocks
and committed using a Merkle hash tree [35]. Second, a
commitment is made to the nonce. Next, the randomization
pattern and handshaking list can be combined in a third
commitment. Finally, the three commitments (the root of
the Merkle Hash Tree for the data, the commitment to the
nonce, and the commitment to the randomization pattern
and handshaking list) are reliably disseminated to all nodes
with authentication, for example, through Byzantine agree-
ment with digital signatures [33]. When a node receives a
handshaking message in step two, the node checks to make
sure that it is on the handshaking list declared in the mes-
sage, and that the handshaking message is consistent with
the sender’s commitment from step one. If either of these
checks fails, the node disregards the message.

After data transmission, each node provides enough
information so that every other node can determine the state
at that node. In particular, it composes a message with the
nonce, randomization pattern, handshaking list, and the set
of nodes from which it received a valid coordination mes-
sage. This message is also distributed reliably and authenti-
cally, for example, through Byzantine agreement with
digital signatures. In the event that any node F' does not
send such a message, the network detects the lack of such a
message, and any node that received a coordination mes-
sage from F' can reveal F’s randomization pattern and
handshaking list.
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Once all nodes have the same subset of nonces (ensured
through the use of Byzantine agreement and previous com-
mitment), they combine those nonces (e.g., by computing
exclusive-or across them) to compute a network-wide ran-
dom value. Each node A then determines the time slot ¢4 in
which it is to be audited by using a function on this random
value, such as a pseudorandom function, keyed with the
random value, computed on the node’s node identifier. This
time slot can, but need not, be the same for all users. Each
node A then reveals the data it transmitted during slot ¢4,
together with sufficient nodes in the Merkle Tree, to allow
each receiver to verify that the data is the same as the data
that has been committed. Each user can also determine that
A sent the correct part of the data, because A’s transmission
rate does not depend on the data, but only on the presence
of conflicts in A’s reserved bandwidth and on the unused
space detected by A.

At this point, each user can verify:

e The randomization pattern and handshaking list
claimed by each node that either sent a coordination
message to a legitimate host or participated in the
protocol

e The information from which node A claimed to per-
form coordination at each point in time, for each par-
ticipating node A, and

e The data that node A transmitted at time ¢4, for each
participating node A.

The user then computes the cross-correlation described above
to attribute a portion of the power received at time ¢4 to A.

5 THEORETICAL ANALYSIS

In this section, we present our theoretical analyses results
and establish the bases for the testbed evaluation in Section 6.

5.1 Two-Party Game for Channelization

Our protocol reduces the problem of false reservations to a
two-party game between the legitimate user network and the
attacker network, because we assume cooperative behavior
among benign users and collusion among attackers, and
because the channelization outcome depends only on the
received power. Specifically, the users’ behavior and the
attacker’s optimal strategy depend on the relative power
capabilities of the legitimate and attacker networks, rather
than on the number of users. In our theoretical analysis, we
consider nodes with equal power constraints; all individual
users, including attackers, have the same power constraint
P, ie., P,= P, Vi € T. Then, the power capability ratio of
the legitimate user network to that of the attacker network
is 25, so we control the power capabilities of the two
groups by varying the number of users (1) and attackers
(M). Because all users have equal power, they have the
same expected performance R, i.e., R = E[R;], Vi € T. We
introduce o to represent the fraction of attacker power
expended on channels reserved by the attacker, so that
1 — a represents the fraction of attacker power used for jam-
ming other channels. Since the attacker network uses
(a - P- M) power for false reservation, Equation (2) yields

SNR

M(1—)
=i T i) SNR

R ogy |1+ , (B

-7
T—M+ Mo



CHANG AND HU: SECUREMAC: SECURING WIRELESS MEDIUM ACCESS CONTROL AGAINST INSIDER DENIAL-OF-SERVICE ATTACKS

where the SNR is the ratio between the network power
capability (including that of the insider attackers) and the

natural noise on the entire frequency band (SNR = = N L)

5.2 Attacker’s Advantage on Distributed Protocol
Our distributed channelization scheme takes the median of
each user’s bandwidth allocations to reach a consensus
channelization. In this section, we study the impact of wire-
less channel fluctuations when our protocol is under attack
by false-feedback-distribution attackers. We use g to denote
the attacker’s bandwidth advantage over a legitimate user. As
discussed in Section 4.2, attackers can reserve more band-
width than legitimate users with the same power (8> 1)
because attackers collude while legitimate users report
truthfully. Due to channel diversity and fading, legitimate
nodes report different power levels for the same transmis-
sion. An attacker can shift the median by reporting an
extreme value. Without any attackers, the median returns
the 50th percentile measurement for each transmitter. When
assessing the data transmission power of a colluding
attacker, attackers report large power observations, shifting
the observed median upward to the 100 - 2>L > 50th per-
centile of legitimate observations. Also, for a legitimate
user, the attackers report low power to shift the median
downward to the 100 - 2222 < 50th percentile of observa-
tions. In contrast, legitimate users report their true observa-
tions that include random wireless channel fluctuation.
Assuming an iid channel for all users with each channel
characterized by a cumulative distribution function CDF,
CDF ' (921

CDF 0 )T ]\I)

Fig. 3 plots the attacker bandw1dth advantage B under
varying channel fading where channel characteristics vary in
Rician fading with v and o, where 1? is the power of the line-
of-sight path® and 20? is the power of the other scattered
paths. In particular, we study three choices of channel fading
characteristics: strong line-of-sight (% = 10), weak line-of-sight
(¢ =2), no line-of-sight (2= 0). The no line- -of-sight case is
equlvalent to the Raylelgh fading model, suitable for a highly
dynamic environments, e.g., a mobile application in the cit-
ies [36], [37]. Increasing the number of attackers results in
greater error in the computed median and greater attacker
bandwidth advantage. Because channel fluctuation affects
the randomness within the power reports, the attacker’s
bandwidth advantage B depends on 2 The advantage
increases as the line-of-sight path becomes less dominant.

Under the false feedback distribution attack, one legiti-
mate node’s bandwidth is one part in 7' — M + «fM, since
T — M is the number of legitimate users and «fM is the

effective requests made by attackers, resulting in per-user
SNR
M(l—a SNRJ

T=MMap  (T—)’

Thus, compared to the performance of a centralized scheme
(Equation (5)), our distributed scheme gives attackers an
additional factor of 8 more bandwidth.

the attacker’s advantage is: § =

performance of: R = mlogﬂl-k

5.3 Static « Strategy for Attackers
We study the optimal attacker strategy and show that the
optimal « is static in time. Let ¢/ be the aggregate utility

3. As is common in wireless communications, the term line-of-sight
path refers to the most dominant channel path, and not necessarily the
straight-line path between the two nodes.
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Fig. 3. Ratio of attacker's and legitimate user's bandwidth under false
feedback distribution attack on SecureMAC channelization.

over time, i.e.,, Y = >, U;, where U, is the network perfor-
mance (Equation (3)) at time ¢; let & be the static-game o
strategy minimizing U; and let o; be the amount of power
used to reserve channels at time ¢.

Theorem 2 Given &, ay = &, Vt, minimizes U.

Proof. We provide a sketch of the proof and overlook the
impact of fading (and B) here. From Equation (5), both

a-MWw SNR
e and log o1 + — L) SNR] are convex, mono-
T— 1\1+;Uoz (T—M)

tonic, and positive for all poss1ble a. Therefore, the prod-
uct, U, is also convex with respect to «. By using Jensen’s
inequality, oy = E[&] = &, V¢t minimizes .

SecureMAC Randomiztion introduces colored fading,
in which the accessed frequency band experiences differ-
ent levels of interference/noise and thus SNR varies with
frequency. In such environment, this proof using Jensen’s
inequality is extended to per subcarrier basis where the
transmission capacity is the aggregate capacity of the sub-
carriers accessed. O

6 TESTBED EVALUATIONS

We take a modular approach in analyzing each of the com-
ponents and then implement the protocol as a whole. Our
implementation uses four WARP software-defined radio
(SDR) platforms [38], each of which has two antenna chains.
Using the multiple input multiple output (MIMO) capabil-
ity of the platform, we build a network with four transmit-
ters and four receivers. Each transmitter has equal power
budget unless otherwise noted (e.g., Section 6.1 introduces
an identity-only attacker with zero power transmission).
We manually calibrate the antenna locations and the
antenna gains so that each receiver observes approximately
the same power from each transmitter (the relative power
between the nodes affects the performances, as we discuss
in Section 5.1, as long as the absolute power is within the
receivers’ dynamic ranges). In the absence of interference,
the channel experiences a SNR of approximately 16 dB for
any transmitter-receiver pair. For power attribution, we
assume that each transmitter can learn its power level rela-
tive to other transmitters, either through full-duplex radio
techniques or by, for each transmitter node, designating a
single receiver node trusted by that transmitter.

Each node continuously transmits to maximize network
utility U. At the physical layer, we use DQPSK modulation
with a BPSK-modulated Barker sequence preamble. We use
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12 MHz of network bandwidth divided into 300 subcarriers
using OFDM. For example, if the bandwidth is allocated
equally among n registered users (the baseline channelization
strategy, as defined in Section 6.1), each user will use % sub-
carriers. The experiment results are averaged over 1,000 runs.
Each run is for a single round, and each round lasts for
6 hops. Each transmitter sends random bits to its receiver,
and its receiver demodulates the received signal and uses the
BER to estimate the SINR at the receiver, using the equation

from [39], [40]: BER = 1 (1 - ——250NE_
V 1+4-SINR+2-SINR’

then yields the capacity based on the observed SINR.

). Equation (1)

6.1 Channelization
6.1.1 Individual Channelization

We compare the performance of SecureMAC channelization
to a baseline protocol. In the baseline protocol, the frequency
band is divided equally into multiple channels and each
user gets one channel, regardless of whether they use the
allocated channel or not. Optimal attacker strategy against
this baseline protocol is to use no power in the spectrum
allocated to them (« = 0), wasting 4% of the entire network
bandwidth for free, and focus all its power on jamming
(1 —a=1). In our evaluation, we consider two legitimate
transmitters, one attacker, and one identity-only attacker
(which has zero power budget).

We study individual channelization under the two
attacker strategies of o = 0 (using all power for jamming)
and o = 1 (using all power for effective reservation). Fig. 4a
shows the outcome of the channelization and, in specific,
the expected normalized bandwidth allocation to the four
transmitters. Beginning from the baseline strategy of equal-
bandwidth channelization (i.e., each of the four entities
occupy 0.25 of the network bandwidth), our scheme quickly
converges to the steady-state channelization in two rounds,
where the delay is caused by noise in the spectrum reserved
by attackers. We plot the legitimate network bandwidth, the
fraction of bandwidth allocated to legitimate network users,
which converges to 1 for « = 0 and to 2 for « = 1, validating
our steady-state theoretical results. The o = 0 attacker is
quickly found to be emitting no power in reserved spec-
trum. Furthermore, the identity-only attacker also quickly
converges to zero bandwidth as it emits no power and thus
has no impact on network performance under our scheme.

We also vary the attacker’s power budget relative to the
legitimate user’s power (the identity-only attacker retains
zero power budget) in Fig. 4b. As expected, larger legiti-
mate-to-attacker power ratios result in better performance,
where the performance increase comes from reduced inter-
ference for o = 0 (jamming) and from increased bandwidth
for « =1 (reserving). For each MAC, a =0 represents a
stronger attack than « = 1. Power increments are best spent
on jamming; spending power to make effective reservations
shows less impact with increasing power. Thus, the attacker
chooses to jam rather than to spend power to make effective
channel reservations under our scheme; we also verify these
results in detailed MATLAB simulations in a technical
report [2] where 0 < « < 1 cases are also analyzed.

6.1.2 Distributed Channelization

Here we summarize our findings of SecureMAC'’s distrib-
uted channelization scheme in order to preserve space and
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Fig. 4. Individual channelization performance.

because they are consistent with our MATLAB simulation
of larger networks with more dynamic channels in Sec-
tion 6.1.3. First, the distributed channelization performs
worse than the individual channelization due to the impact
of the false information injection attack; for instance, at
steady-state, distributed channelization achieves 92.4 per-
cent of the individual channelization performance and 88.7
percent when o = 0 and « = 1, respectively. Second, despite
the persistent effect of false information injection, distrib-
uted channelization performs better than the baseline strat-
egy of entity-fair channelization. Third, the influence of
false feedback makes it more beneficial for attackers to
reserve some spectrum, so « > 0. Section 6.1.3 investigates
these phenomena in more detail.

6.1.3 Computer Simulation Evaluations

In Sections 6.2.1 and 6.1.2, we discussed about our SDR-
based testbed results, demonstrating that SecureMAC chan-
nelization scheme is practical and that both the individual
and distributed channelization provide performance advan-
tages over the naive baseline strategy of identity-based chan-
nelization. In this section, to demonstrate the scalability of
SecureMAC, we use MATLAB to simulate a more compli-
cated network topology in a fading environment. To capture
the game between the legitimate network and the attacker
network, we vary the network parameters and study their
effect on SecureMAC channelization. We simulate a network
of 100 equal-power transmitters (1" = 100), including M
number of attackers, with an interference-free SNR of 15 dB,
using a 20 MHz wide bandwidth. We model an AWGN
channel with Rayleigh fading, which emulates a highly
dynamic environment, such as in urban setting [36], [37].
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Fig. 5. Computer simulations.

Using the performance metric of network capacity limit in
Equation (3), we analyze the performance ratio between the
aggregate capacity limit of SecureMAC channelization and
the aggregate capacity limit of the baseline performance. In
particular, we use the performance ratio over the optimal
baseline strategy, which is that attackers jam (o = 0). The met-
ric measures the improvement observed by each user. We
also study the optimal attacker reactions to SecureMAC chan-
nelization and & denotes the optimal power-splitting strategy.

Unsurprisingly, the rate performance suffers with
increasing attackers’ power capability M (the data presenta-
tion is omitted here). However, as seen in Fig. 5a, the individ-
ual channelization outperforms the baseline performance in
all evaluated scenarios and does so more strongly with
increasing attacker capability (performance ratio increases
as M increases).

When M is small, attackers’ optimal strategy is to jam
with all their power (& = 0), which agrees with out SDR-
based testbed studies. However, as the aggregate attacker
power reaches and exceeds the aggregate legitimate user
power, using some power to reserve channels, i.e.,, @ > 0,
becomes the optimal attacker strategy; this occurs when the
attackers control more than 45 percent of the network’s
power capability. For example, in Fig. 5a, when attackers
have as much power capability as the legitimate users, i.e.,
M = 50 out of T' = 100, attackers will transmit on data chan-
nels with @ = 0.2 of their power capability to obtain some
valid channel reservations, and use 1 — & = 0.8 of power to
jam. The optimal attacker strategy diverges from o =0,
since additional jamming has a logarithmic impact on net-
work performance while reservations have a linear impact.
Therefore, as attackers” power capabilities grow, the mar-
ginal impact of reserving and consuming bandwidth
exceeds that of jamming legitimate transmissions.

In order to better compare the optimal attacker strategy
and pure jamming, Fig. 5c, varies the fraction of attacker
nodes in the network and studies the suboptimality of pure
jamming by plotting the performance ratio between the opti-
mal attacker strategy, o = &, and that when attackers jam at
full power, o = 0. Thus, the metric indicates how much
pure jamming underachieves the attacker’s goal of degrad-
ing the network performance compared to the optimal
power-splitting strategy. We observe that, when normal
users outnumber malicious users, and thus legitimate user
channels have sufficiently good quality, jamming (« = 0) is
an optimal or near-optimal strategy. In particular, @ =0
until about 45 percent of the network nodes are compro-
mised, and there is only 2.5 percent difference in perfor-
mance between o = 0 and @ = & = 0.2 when half the nodes

03 04 05 06 07
Attacker strategy a

(b) Distributed channelization

0.2 0}3
Fraction of Attackers (M/T)

(c) Comparison between the attacker’s optimal strat-

egy (a = &) and only jamming (o = 0)

08 09 1 0 01 04 05 06 07 08 09 1

are malicious (M =T — M = 50). Therefore, in most practi-
cal scenarios (where attackers do not substantially outnum-
ber legitimate users), « = 0 is the optimal jammer strategy
or is negligibly suboptimal.

The distributed channelization scheme performs worse
but has similar properties to the individual channelization
scheme. In Fig. 5b, we observe that the optimal attacker
strategy diverges from o = 0 in more scenarios than in the
individual scheme due to the false information distribution
threat. For example, when M = 30, « = 0.24 is the optimal
strategy for distributed scheme (Fig. 5b) whereas o =0 is
the optimal attacker behavior in the centralized scheme
(Fig. 5a). From Fig. 5¢, pure jamming is optimal, i.e., @ = 0,
if less than 27 percent of network is compromised by attack-
ers. Also, as discussed in Section 5.2, if % < 0.5, the attacker
can take all of the bandwidth when o > 0.

Unlike individual channelization, the distributed chan-
nelization can have worse performance than the baseline
strategy as the number of attackers (M) increases, e.g.,
M =45 in Fig. 5b. This reduced performance arises from
the bandwidth advantage that comes from the false report-
ing attack, which grows quickly as M increases. As shown
in Fig. 3, when M = 45, the attacker can reserve five times
as much bandwidth than legitimate users if the same
amount of power is used for reservation (8 = 5). Therefore,
as the number of attackers approaches that of legitimate
users, the distributed channelization becomes less effec-
tive. However, the distributed bandwidth allocation only
exhibits poor performance when the number of malicious
users approaches 50 percent; before the scheme breaks
down due to the false-reporting attack, it effectively pre-
vents the false reservation. For example, even when 30
percent of nodes are attackers, the scheme provides nearly
a 40 percent performance improvement over the baseline
strategy.

6.2 Randomization and Coordination

To isolate the behavior of randomization and coordination
from channelization, we set each user’s bandwidth to 0.25 of
the total network bandwidth, and conduct our experiments
with four users. Also, to capture the impact of the targeted
jamming, we model the worst-case performance among the
network users by focusing attacks on a single user, called
User 1, and evaluating the performance of this user.

6.2.1 At Steady-State Handshaking

We compare the channel capacity of three schemes: the naive
frequency hopping (“randomization only”), our proposed
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Fig. 6. SecureMAC randomization and coordination.

SecureMAC randomization and coordination, and the cen-
tralized scheme that offers fully orthogonal access, either by
using no randomization or perfectly orthogonal randomiza-
tion (“no randomization”). Because the behavior of each
scheme depends on the handshaking list in use, we use three
attacker strategies to represent different categories of hand-
shaking list: an attacker that behaves like other legitimate
users and contains its transmission within its reserved
bandwidth (which we label “no attacker”), an attacker that
reserves as much spectrum as it can and performs wideband
jamming outside that spectrum, since the user uses the ideal
handshaking list that excludes the attacker and includes all
benign users (labelled “optimal S”), and an attacker that per-
forms narrowband jamming on the highest-priority user,
User 1 (labelled “compromised S”). For each type of trans-
mission list, Fig. 6a shows the results of these three schemes
under these three types of handshaking list.

SecureMAC is strong compared to and consistently
outperforms the random frequency hopping; SecureMAC
outperforms randomization-only by 129 percent when
no attackers are present, and the performance advantage
increases to over 148 percent in the presence of a malicious
node, regardless of User 1’s handshaking list strategy. Fur-
thermore, SecureMAC compares well with the perfectly-
orthogonal approach, which either does not defend against
a reactive jammer (no-randomization) or requires very
high overhead (to implement perfect orthogonality). The
only case where SecureMAC performs notably worse than
the perfectly orthogonal approach is when the handshak-
ing list is compromised. Such lists are only used for a short
time when the protocol is starting, and even then, Secure-
MAC’s performance is about half-way between the current
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best practice of randomized frequency hopping and the
very high-overhead no-randomization scheme; specifi-
cally, SecureMAC does 223 percent better than random-
ized frequency hopping, and no-randomization does 64
percent better than SecureMAC. However, by the steady-
state with the optimal S, SecureMAC performs within 5
percent of the optimal performance of no-randomization,
while imposing much less overhead and defending against
reactive jammers.

6.2.2 The Effect of Handshaking List Decision

To study the effect of the handshaking list decisions, we com-
pare the capacity performance of SecureMAC coordination
as the size of the handshaking list varies and as we include or
exclude the attacker from the handshaking list. Fig. 6b plots
the results. Because the collision-free bandwidth is increas-
ing in the number of legitimate users in the handshaking list,
we see improved performance with increasing handshaking
list size. When the handshaking list is safe, we observe a 4
and 30 percent increase in collision-free bandwidth as we
move from no coordination to coordination with one and
two benign nodes, respectively. The capacity using the ideal
handshaking list outperforms both the naive frequency hop-
ping (without handshaking) and the naive scheme of sharing
the control message with all registered users (including
attackers) by 149 and 159 percent, respectively.

6.3 Physical-Layer Power Attribution

In this section, for simplicity of the presentation and since we
study a physical-layer phenomenon, we have two transmit-
ters transmitting at the same time and sharing the medium.
Our implementation samples one hop in each round. We
compare our power attribution scheme, the simple passband-
based power attribution (which, to attribute power within a
frequency band, filters each band and evenly divides the
power between the users who reserved the band), and
the ground truth (which assumes a priori knowledge about
the exact transmission waveform that leaves the transmitter
antenna and by using soft correlation with the signal at the
receiver antenna). We study two scenarios: one in which the
reserved channels do not overlap and another in which
reserved channels completely overlap, only the latter of
which is shown in Fig. 7. Any scenario is a linear combination
of these two scenarios. Compared to the ground truth, our
attribution scheme and passband observation both provide
good performance and follow the ground truth attribution’s
behavior when the channels have no overlap; both schemes
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perform well because the entire signal power in the passband
originates from a single sender. However, when the two users
choose completely overlapping channels (after randomiza-
tion and coordination), the passband observation observes
the same channel for each user and divides the power in half,
resulting in equal power attributions for each user, regardless
of the actual power. Our scheme uses the actual waveform
transmitted and is much more accurate; as seen in Fig. 7,
across all relative powers studied (in the x-axis), the maxi-
mum error in our power attribution is 0.56 dB while the maxi-
mum error in passband attribution is 3.86 dB. Also, because
passband attribution gives a constant 50 percent attribution
to each user, the error in relative power increases as the differ-
ence in transmission power level increases.

6.4 SecureMAC Convergence

We now combine the components evaluated above to study
SecureMAC’s performance over rounds (SecureMAC
updates itself, including the channelization and the hand-
shaking list, every round as discussed in Section 4.1).* In par-
ticular, we study the per-user capacity over rounds under
two MAC choices: SecureMAC and the Nash equilibrium,
the latter of which is the prior state-of-the-art and outper-
forms other suboptimal schemes (discussed and evaluated
in Section 6.2). Under the Nash equilibrium, each node dis-
ables the MAC handshaking and accesses the entire band-
width all of the time. The results are shown in Fig. 8. On the
vertical axis is the User 1 capacity, averaged across the entire
network bandwidth (including the bandwidth on which
User 1 does not transmit), and on the horizontal axis is the
number of elapsed rounds.

SecureMAC’s expected performance increases because
it quickly prevents attackers that do not use reserved spec-
trum from obtaining exclusive access to spectrum in future
rounds (the attacher begins with 16.7 percent of the band-
width, less than 25 percent because randomization gener-
ates some collisions, but by the tenth round, the attacker has
less than 1 percent of the bandwidth) and because it con-
verges to the ideal handshaking list (due to sampling ran-
dom handshaking list every round, which overhead is
omitted here but studied in [14], [30]). SecureMAC’s perfor-
mance is monotonically increasing, and, by round four, out-
performs the Nash equilibrium strategy, which has constant

4. The length of the round (including the update decision) is a sys-
tems parameter and can be in the order of tens of milliseconds or much
longer, depending on the fading/mobility, as has been studied in [14],
[30].
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performance in time. By round 20, SecureMAC reaches
95 percent of the steady-state performance of 0.982 bps/Hz,
which outperforms the Nash equilibrium of wideband
transmission by 76 percent.

7 CONCLUSION

This paper studies the inherent vulnerabilities of MAC
against attackers who have the credentials of legitimately reg-
istered users. Threats that have been left unresolved in such
environments include false reservation injection, false feed-
back distribution, and intelligent jamming. Our scheme
defends against such threats using a combination of four
mechanisms: channelization that allocates bandwidth based
on the usage in previously reserved spectrum, randomization
to defend against reactive and outsider jamming, coordina-
tion to resolve collisions caused by randomization, and power
attribution to make future MAC control decisions. Our evalu-
ations show that, in practical scenarios, both centralized
and distributed versions of our work are successful in nullify-
ing the attackers’ advantages of compromising the network
while having the benign users retain the benefit of user collab-
oration in MAC. In particular, in our implementation envi-
ronment, our work outperforms security-oblivious MAC
with entity-fair channelization by 159 percent, FHSS (without
coordination) and entity-fair channelization by 149 percent,
and the Nash equilibrium of wideband access by 76 percent.
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